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Abstract When designing decentralised multi-agent systems (MASs), a funda-
mental engineering issue is to achieve a macroscopic behaviour that meets the
requirements and emerges only from the self-organising behaviour of locally in-
teracting agents. Agent-oriented methodologies today are mainly focussed on en-
gineering the microscopic issues, i.e. the agents, their rules, how they interact,
etc, without explicit support for engineering the required macroscopic behaviour.
As a consequence, the macroscopic behaviour is achieved in an ad-hoc manner.
This paper proposes a way to define a full life-cycle methodology based on an
industry-ready software engineering process, i.e. the Unified Process, which is
customised to explicitly focus on engineering macroscopic behaviour of decent-
ralised MASs. As such, the MAS paradigm is integrated into an existing and
widely accepted methodology and we can systematically develop a solution that
exhibits the required macroscopic behaviour.

1 Introduction

Modern distributed systems exhibit an increasingly interwoven structure [1] (e.g. ad-hoc
networks, transportation systems, etc.). Different subsystems depend on and interact
with each other in many, often very complex, dynamic, and unpredictable ways. Also,
more and more systems require and exhibit a completely decentralised structure (e.g.
ad-hoc networks) and need to achieve their requirements autonomously [2].

A promising approach is to use a group of agents that cooperate to autonomously
achieve the required system-wide or macroscopic behaviour using only local interac-
tions, local activities of the agents, and locally obtained information. Such decentral-
ised multi-agent systems (MASs) exhibit self-organising emergent behaviour [3]. It is
a commonly perceived problem that the overall system tends to exhibit macroscopic
properties, i.e. properties of the system as a whole, for which it is practically infeas-
ible to derive them when analysing the individual entities in isolation (e.g. pheromone
paths in ant optimisation algorithms [4], degree of connectivity or service success ratio
in mobile ad-hoc networks [5]). A fundamental problem is the lack of a step plan that
allows to systematically specify desirable macroscopic properties, map them to the be-
haviour of individual agents, build the system, and verify it to guarantee the required
macroscopic properties, i.e. a full life-cycle engineering process or methodology.



Agent-oriented methodologies today are mainly focussed on engineering the mi-
croscopic issues, i.e. the agents, their rules, how they interact, etc., without explicitly
engineering the required macroscopic behaviour [6]. Engineering the macroscopic be-
haviour is currently done in an ad-hoc manner because there is no well-defined process
that guides engineers to address this issue. This paper proposes a way to define a full
life-cycle methodology based on an existing industry-ready software engineering pro-
cess, i.e. the Unified Process [7]. The UP process is customised to explicitly focus on
engineering macroscopic behaviour of decentralised MASs. As such, we are not rein-
venting the wheel by proposing a completely new agent-oriented methodology. MAS
should be allocated a correct role within mainstream software engineering, rather than
positioning MASs as a radically new approach [8]. The MAS paradigm is integrated
into an existing, widely accepted methodology and the research focus can be on issues
specific for developing a MAS solution with desired macroscopic properties.

This paper has no intention to describe a full-fledged completed methodology. In-
stead, the paper is a starting point in which future work can be integrated to reach a us-
able full life-cycle methodology. The paper is structured as follows. Section 2 discusses
why existing agent-oriented methodologies only focus on the microscopic issues of a
MAS. Then section 3 describes the Unified Process and where customisation is needed
to explicitly address the macroscopic behaviour of decentralised MASs. The following
sections discuss in detail the different customisations and section 7 concludes.

2 A Shortcoming of Today’s Agent-Oriented Methodologies

This section describes a shortcoming of today’s agent-oriented methodologies with re-
spect to engineering the macroscopic behaviour of decentralised MASs. The authors of
[6] make a distinction of methodologies based on different scales of observing a system:

— Micro-scale: The focus here is on systems of a limited number of agents and the
engineer details the features of each agent (i.e. agent action-selection architectures,
the rules of each agent, knowledge representation), the mechanisms underlying
each agent’s interaction, and each interaction of the agents with their environment
(i.e. protocols, indirect/direct coordination, action models), etc.

— Macro-scale: At this scale, the collective behaviour of the system is what matters.
The focus is on understanding and controlling the macroscopic behaviour of sys-
tems with a very large number of interacting agents, possibly distributed over a
network in dynamic and uncontrollable environments.

— Meso-scale: When micro-scale systems are used in a larger macro-scale system,
two new issues are important: (i) the impact on the micro system of being used
in an open and complex scenario and (ii) the impact on the macro-scale system of
incorporating the micro-scale system.

As argued in [6], most current approaches to agent-oriented software engineering
mainly focus on, and were intended for, development of small-size MASs (micro), and
on the definition of suitable models, methodologies, and tools for these kind of systems.
Meso-scale and especially macro-scale issues are mostly disregarded.



For example, in Gaia v.2 [9] models are constructed for the individual entities in
the system, i.e. environmental model, role model, and interaction model. Also, the or-
ganisational model, intended to cover the structure of the system as a whole, is only
concerned with relations between individual roles. The performance of the organisation
of agents with respect to certain macroscopic properties is not considered explicitly.
Also in MaSE [10] solely micro-scale issues are addressed: capturing goals, capturing
use cases and refining roles with tasks, creating agent classes, constructing conversa-
tions, specifying how agents are deployed, etc. And as a final example, Tropos [11]
uses actors, goals, tasks, resources, organisational theory from analysis through design
which implies a strong focus on the micro-scale and less on the macro-scale issues.
Although this methodology also emphasises the importance of social design patterns,
those patterns are also focussed on how individual agents interact and relate and not on
what macroscopic property should result from a certain social pattern.

Micro-scale issues are nonetheless important. However, for decentralised MASs the
lack of explicitly dealing with macro-scale issues is a serious shortcoming. Until now
the desired macroscopic behaviour has been engineered in an ad-hoc way because no
support exists to systematically engineer it. To address this problem, the remainder of
this paper focusses on how and where existing techniques and knowledge on macro-
scale issues can be integrated into an existing software engineering process.

3 A Customised Unified Process for Decentralised MAS

Typically, engineering MASs means having 99% of the effort go to conventional com-
puter science and only 1% involves the actual agent paradigm [12]. Therefore, to engin-
eer decentralised MASs developers should exploit conventional software technologies
and techniques wherever possible [8]. Such exploitation speeds up development, avoids
reinventing the wheel, and enables sufficient time to be devoted to the value added by
the multi-agent paradigm [13]. Instead of devising new entire methodologies, which
was the trend until now [8], it is a good start to follow existing traditional software
engineering processes, such as the Unified Process (UP) [7], as much as possible.

A key practice in both the UP and most other modern processes is iterative de-
velopment [14]. Development is organised into a series of short mini-projects called
iterations. The outcome of each iteration is a tested, integrated, and executable partial
system. Each iteration typically includes a number of disciplines: requirements ana-
lysis, design, implementation, and testing-and-verification. Each discipline consists out
of a number of activities that result in artifacts (documents, code, models, etc.). As such,
a solution is successively refined, with cyclic feedback from verification to design and
adapting the solution accordingly as core drivers to converge upon a suitable solution.

The idea is to follow this iterative process, however, customisation is needed to
cope with the specific issues of constructing a coherent macroscopic behaviour that
is autonomously maintained by a decentralised MAS. Therefore, in each discipline of
the engineering process one should focus on how to address the desired macroscopic
properties of the system. Of course, also other agent specific issues are important such
as the micro-scale issues described in section 2. Most of them are to be incorporated
into the design. For this paper, the emphasis is on addressing the macro-scale issues.
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Figure 1. A traditional engineering iteration annotated with customisations for macro-scale issues
of decentralised MASs.

The following sections outline the most important disciplines in one iteration of the
UP process and indicate which customisations are needed that address the macroscopic
behaviour. A schematic overview is given in figure 1. After that, starting from section
4, each customisation is covered in more detail.

3.1 Requirements Analysis

Requirements analysis emphasises an investigation of the problem with functional and
non-functional requirements, rather than the solution [14]. This is achieved using stand-
ard techniques such as use cases, feature lists, and a domain model that reflects the
problem domain. It is important to realise that after the requirements are known it is not
always useful to use a decentralised MAS. The decision to use such a solution is made
in the design based on the fact that (mostly non-functional) requirements indicate that
a decentralised MAS solution is suitable and promising. Section 4 gives an overview of
the typical characteristics of the problem that ask for a decentralised MAS. To facilitate
that decision, the requirements analysis can be customised to give special attention to
issues that typically lead to decentralised MASs with macroscopic behaviour:

— Explicitly check if the characteristics that call for decentralised MAS solutions (see
section 4) are present or not.

— A decentralised MAS typically ‘maintains’ certain macroscopic properties. There-
fore, explicitly identifying those requirements that are ‘ongoing’, i.e. that have to
be adaptively maintained, is important. Typical examples are the so-called self-X
properties: self-optimising, self-healing, self-configuring, etc [2].

— How is the performance of the system is measured? Typically, these measurements
are closely related to macroscopic properties of the system that have to be main-
tained and explicitly engineered (e.g. the throughput in many systems is a perform-
ance measure and a certain throughput level has to be maintained)

3.2 Design

The design emphasises a conceptual solution (in software and hardware) that fulfills the
requirements, rather than its implementation [14]. Their are two design phases:



Architectural Design. In early iterations of the engineering process the design fo-
cusses more on coarse-grained structural decisions that determine the software archi-
tecture. The software architecture of a program or computing system is the structure
or structures of the system, which comprise software elements, the externally visible
properties of those elements, and the relationships among them [15]. The architectural
design is mainly driven by non-functional requirements because they apply on the sys-
tem as a whole. The overall structure of a system influences significantly how well these
requirements are achieved. However, functional macroscopic properties of a decentral-
ised MAS are also system-wide and can significantly influence the system architecture.

The author of [14] states that architectural design is partially a science and partially
an art. The science of architecture is the collection and organisation of information
about the architectural significant requirements (e.g. non-functional and macroscopic
functionality). The art of architecture is making skillful choices and constructing a
solution that meets these requirements, taking into account trade-offs, interdependen-
cies, and priorities. The ‘art’ of architectural design is the creative step where designers
use knowledge from a variety of areas (e.g. architectural styles and patterns, technolo-
gies, pitfalls, and trends) as a guide to reach a suitable solution.

As mentioned in section 3.1 the first decision to be made is if decentralised MAS
is a suitable solution. If that is the case, then knowledge and experience from current
best practice in engineering macroscopic behaviour of decentralised MASs is to be
integrated into the architectural design of the engineering process in order to creatively
address the required macroscopic properties. Section 5 elaborates on this.

Detailed Design. In later iterations the architecture converges more and more to a
fixed structure and the more fine-grained design issues are resolved, i.e. mostly micro-
scale issues. For example, with respect to decentralised MASs the choice of the internal
action-selection architecture [16] of the agents can be addressed.

3.3 Implementation

The implementation realises the design in code of a specific language and on hard-
ware. No customisations for macro-scale issues are needed because the implementa-
tion is completely microscopic. However, existing frameworks, tools, and middleware
[17,18,19] specific for building decentralised MASs can support the implementation.

3.4 Testing-and-Verification.

Decentralised MASs will only be acceptable in an industrial application if one can give
guarantees about the macroscopic behaviour. In other words, when verifying whether
the system meets the requirements it is important to explicitly verify if the macroscopic
behaviour evolves as required. Such a behaviour is typically system-wide and required
to ‘dynamically’ maintain certain macroscopic properties over a long period in time.
In traditional software engineering the testing-and-verification discipline is typic-
ally unit-based [14], i.e. one formally proofs or verifies that the behaviour of a single



unit in the system meets the specifications of that unit. It is clear that this is not suit-
able for verifying system-wide behaviour. In addition, so called scenario tests verify if
for a certain trigger, a chain of successive unit executions ends in the required post-
conditions. This is also not suitable because, like unit-tests, they only test whether a
particular result is obtained at a particular moment in time. Because macroscopic beha-
viour needs to be verified over a period in time, another approach is needed.

Although, the macroscopic behaviour can still be specified formally, it is practically
infeasible to formally verify or proof the correctness of the macroscopic behaviour. The
existing unit-tests and scenario-tests are still useful but need to be complemented by
an empirical approach that allows to verify the required evolution of the macroscopic
properties of the system. It is important that such an empirical approach allows to sys-
tematically analyse the behaviour and obtain objective results, i.e. more than subjective
interpretation of simulation measurements. The results are used as feedback for the
design. Section 6 discusses why formal approaches are practically infeasible and gives
an example of an empirical approach and the kind of feedback that can result from it.

4 When to Use a Decentralised MAS?

In the design one decides if a decentralised MAS solution is suitable. Agents have been
used in a wide range of applications, but are not a universal solution. For many applica-
tions, conventional software development paradigms are enough and more appropriate
[13]. The requirements should indicate if a decentralised MAS is a promising solution
or not. First of all, there should be a need for a certain autonomous behaviour other-
wise agents in general are not suited. Based on literature [20,21,6,8,22], the following
list gives an tentative overview of what we belief to be the most important problem
characteristics that promote the use of decentralised MASs in particular:

1. Decentralised or Distributed Information Availability. The information that is
needed for automated decision making is only available in a decentralised manner,
i.e. no central aggregation is possible. Such problems tend to force that only local
interactions are possible. Typical application scenarios in which this occurs are: re-
strictions on information sharing in competitive and no-cooperative domains (e.g.
supply chain management), geographical distribution of the information (e.g. lo-
gistics, mobile and collective robotics, ...), and partial or temporal communication
inaccessibility (e.g. ad-hoc networks).

2. High Dynamics: failures and frequent changes.

— Failures: Robustness. A robustness requirement can impose that a central plan-
ner or controlling entity should be avoided as much as possible to eliminate a
single point of failure (e.g. military mission-critical applications). Or a decent-
ralised coordination mechanism should ensure that a failing planner is immedi-
ately replaced. Robustness also implies that the desired macroscopic behaviour
has to be maintained while changes occur.

— Frequent Changes: Flexibility and Adaptability. The flexible way in which
agents operate and interact (both with each other and the environment) makes
them suitable for dynamic and unpredictable scenarios. Because agents are typ-
ically embedded or situated in the environment where all the dynamics take



place, agents are able to rapidly respond to local stimuli to handle problems
instantly. Such local reconfigurations enable constant replanning in the face of
frequent changes.

There are other characteristics mentioned in literature that promote the use agents:
simulation and modelling, openness, resource-constrained domains, complex problems,
discrete domains, etc. We refer to [20,21,6] for a description of these characteristics and
for a discussion on which of them indeed call for agents and which of them are not really
that essential (e.g. complex problems are equally hard to solve with agents).

S Design: Exploit Current State-of-the-art

After deciding if a decentralised MAS solution will be used, the creative design can
explicitly address the development of macroscopic behaviour by exploiting existing
best practice and experience. There exists a lot of work that indicates how macroscopic
properties, that arise solely from local interactions between agents, can be achieved:

— On the one hand there are general guidelines or ‘design principles’ such as “Think
in terms of Flows rather than transitions”, “Keep agents small, focus on interac-
tions”, and “Provide a local fitness measure for agents to react on that is correlated
with the global situation” [21].

— Then there are more concrete guides like a reference architectures for autonomic
computing [23] or specific MASs [22]. Such architectures embody know-how on
how a MAS should be structured in terms of software elements.

— There is also a body of decentralised mechanisms that allow coordination between
a group of agents to achieve desirable macroscopic properties. Often these mech-
anisms are inspired by biology [24]. For example, a commonly used coordination
mechanism is a “digital pheromones infrastructure” [25] in which a group of agents
coordinate by dropping synthetic pheromones (i.e. data that evaporates over time)
in the environment for others to find and react on. The inspiration comes from ant
colonies that forage for food based on trails of pheromones. “Co-fields” [26] are
another example which put a kind of gradient map into the environment for agents
to perceive and follow up or down hill according to the coordination goal. All these
mechanisms have there advantages and disadvantages. According to the macro-
scopic properties that have to result from the coordination between the agents one
can use these ‘patterns’ as a guide for building a suitable coordination architecture.
We refer to [27,24] for a literature study of such decentralised mechanisms.

A lot of work has to be done to actually integrate and exploit these guidelines and
mechanisms. For example, translating guidelines into concrete engineering support and
providing tools and specific guidelines for using each decentralised coordination mech-
anism are possibilities.

6 Test-and-Verification: Guaranteeing the Desired Macroscopic
Behaviour

The goal is to verify if the desired macroscopic behaviour, identified during the require-
ments analysis, is achieved. This section first discusses why formal approaches are not



suited to guarantee the macroscopic behaviour and then gives an example of an em-
pirical approach that allows to verify the evolution of the macroscopic behaviour of
decentralised MASs.

6.1 Formal versus Empirical Verification

The main question here is how to know if a certain decentralised MAS maintains the re-
quired macroscopic behaviour. Firm guarantees could be obtained if the system is mod-
elled formally and the required macroscopic behaviour is proofed analytically. How-
ever, constructing a formal model and correctness proof of a complex interacting com-
puting system is infeasible. Wegner [28] proves this based on the fact that computing
systems using interaction are more powerful problem solving engines than mere al-
gorithms. Wegner shows that one cannot model all possible behaviour of an interaction
model and thus formally proving correctness is not merely difficult but impossible.
The alternative to formal proof is to use an empirical method to verify the mac-
roscopic behaviour. Macroscopic properties are typically quantified with measurable
variables which we define as macroscopic variables. The variables are then measured
from simulations and the measurements are used to obtain statistical results. Although
such results remain useful, they suffer from the fact that the interpretation of these res-
ults is very subjective, i.e. strongly depends on what is observed. This is not an objective
and scientifically founded method. As advocated in [29], we need an empirical but sci-
entifically founded method to verify the macroscopic behaviour. Then, more valuable
and advanced verification results can be obtained objectively, supported by scientific
algorithms. In section 6.2 such a method is described. Note that this does not exclude
formal models completely. Formal models are less suited to verify the required be-
haviour, but are still useful to unambiguously specify the macroscopic behaviour and
acquire more understanding on how decentralised MASs work (e.g. [30] and [31]).

6.2 Example Verification Approach: Equation-Free Analysis

To achieve objective and scientifically founded results, it is often a good idea to use
mathematical methods. There exist a lot of numerical algorithms that allow to analyse
the system dynamics. For example, a bifurcation algorithm allows to analyse if there
are qualitative changes in the behaviour of the system as a results of a changing para-
meter. For example, consider a mobile ad-hoc network. The communication range used
by each node is an important parameter. For certain values of that parameter the net-
work can maintain itself as one connected network. For other values, the network can be
constantly partitioned or completely disconnected. Bifurcation analysis allows to detect
which type of behaviour is achieved for which communication ranges. Such numerical
algorithms are typically applied on (differential) equation models that model the evolu-
tion of the macroscopic variables. This is illustrated in the left of figure 2. The analysis
algorithm repeatedly evaluates the equation for certain initial values (X in figure 2) for
the variables to obtain the value some time steps later (X, ; in figure 2). As such the
behaviour evolution is analysed on the fly by the algorithm.

However, as discussed in section 6.1, in complex interacting systems, deriving an
equation, which is a formal model, is often not possible. Even if one derives an equation,
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Figure 2. Equation-Free Accelerated Simulation guided by the analysis algorithm

one risks results that differ significantly from the real system behaviour (e.g. [32]).
An approach that solves this problem is called “equation-free” macroscopic analysis
[33]. The observation is that most numerical algorithms have no need for the equation
itself; they only need a routine that evaluates the equation for a given value in order to
return a value some time steps later. The idea is to replace the equation evaluations with
realistic agent-based simulations (see figure 2). Simulations are initialised to reflect the
given values (X;) of macroscopic variables (in:t in figure 2). After simulating for the
requested time (simulate in figure 2), the new values (X,;11) are measured from the
simulation state (measure in figure 2). The results no longer depend on the subjective
interpretation of the observer because mathematical algorithms decide on the accuracy
of the result and on how the behaviour is analysed. As such all numerical analysis
algorithms can be applied (e.g. stability analysis, newton steady state detection, etc.)
and useful feedback is obtained for the next design iteration of the engineering process.
A big challenge for this approach is to find a suitable set of macroscopic variables
that reflects the evolution of the macroscopic properties under study, and an initialisa-
tion operator to initialise simulations based on these variables. We refer to [34] for more
details, some results on an Automated Guided Vehicle transportation system, and a dis-
cussion about the challenges, the advantages, and the disadvantages of the approach.

6.3 Iterative Development with Feedback

The required macroscopic properties, identified during requirements analysis, are en-
gineered in an iterative process. This means that the design discipline uses the test-and-
verification results to get feedback on the performance with respect to those macro-
scopic properties and adapt the design to steer the solution towards the required beha-
viour. The design typically has a different focus in early iterations (architecture design)
compared to later iterations (detailed design). As a consequence, to have useful feed-
back for the design, there should be a varying focus in the test-and-verification discip-
line also (illustrated in figure 3), some possibilities:

— Non-functional and macroscopic performance: How good is the performance of
the solution for non-functional requirements and macroscopic properties?



— Comparison of coordination mechanisms: Which of the different mechanisms
performs best with respect to the functional/non-functional requirements?

— Parameter-tuning: Which range of values for a certain parameter allows to achieve
the requirements?

— Characterisation of macroscopic behaviour: When a solution is (nearly) com-
pleted, it is important to characterise that solution for different possible deploy-
ment scenario’s: performance for a heavy utilisation load, what utilisation load can
it cope with, etc.
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Figure 3. Scientific analysis: different focus in early iterations versus later iterations.

In early iterations the focus is more on the ‘coarse grained’ decisions with respect
to the architecture of the solution. The influence of certain decisions on the performance
of non-functional properties is analysed. Also, deciding which coordination mechanism
will be used in each coordination scenario can influence the performance of macro-
scopic properties significantly. A comparison of different alternatives for coordination
and other architectural decisions is necessary in the early iterations [14].

In later iterations one analyses the solution in more detail. For example, a decent-
ralised multi-agent solution typically consists of a lot of parameters that can be set or
changed online to adaptively react to changing situations (e.g. adapting the communica-
tion range in ad-hoc networks to react on an increase in node density). Analysing which
parameter value set is most suitable in which situation serves as important feedback to
know how to adapt. Also, when a solution is completed and has to be deployed in dif-
ferent operational conditions it is important to know how it will behave. For example,
knowing what the minimum number of network nodes should be in a mobile ad-hoc
network in order to still reach the required degree of connectivity determines where the
boundaries are of that solution.

As such, an integration of a scientifically founded empirical verification approach
into an iterative engineering process enables to systematically develop a decentralised
MAS solution based on feedback about the macroscopic behaviour.



7 Conclusion and Future Work

Today’s agent-oriented methodologies have a serious shortcoming. They do not deal
explicitly with a fundamental issue when building decentralised MASs, i.e. engineer-
ing the desired macroscopic behaviour. To come to a full life-cycle methodology that
allows to systematically engineer the macroscopic behaviour, one should not re-invent
the wheel. One should follow a conventional software engineering process, i.e. UP, as
much as possible. This paper proposes to customise the UP process by explicitly ad-
dressing the macroscopic behaviour throughout the process.

This position paper is only a starting point. A lot of future work is needed to achieve
a full-fledged and usable methodology. Future work can study each guideline and co-
ordination mechanism in detail in order to provide concrete support to exploit them (e.g.
tools, design models, etc.). Also refinement of the empirical verification approach (e.g.
a guide for choosing macroscopic variables) and applying it extensively is important.
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